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Research objectives: 
The main goal of this research activity is to identify, analyze, and develop novel Artificial Intelligence-driven solutions to tackle current and emerging cybersecurity threats. As cyberattacks grow in sophistication, volume, and speed, traditional security measures are increasingly challenged. AI offers the potential to automate threat detection, predict future attacks, enhance incident response, and uncover complex malicious patterns that humans might miss. However, the application of AI in cybersecurity also introduces new vulnerabilities and ethical considerations that require in-depth investigation. This research will focus on enhancing the robustness, explainability, and adaptability of AI models for cybersecurity applications, with a particular emphasis on adversarial AI defense, automated threat hunting, and the security of AI systems themselves within critical infrastructure and large-scale enterprise environments.

Proposed  research activity:
The proposed research activity aims to develop and apply Artificial Intelligence methodologies to bolster cybersecurity defenses against advanced threats within complex, interconnected digital landscapes. These environments, ranging from large-scale enterprise networks and cloud computing infrastructures to extensive Internet of Things (IoT) ecosystems and critical national infrastructures, face rapidly evolving, often automated, attacks. These application domains present distinct challenges for AI-driven security, demanding high accuracy, adaptability to novel threats, trustworthy and interpretable decisions, and robust defenses against adversarial manipulations targeting the AI models themselves. The sheer scale and speed of modern cyber operations often overwhelm traditional security measures, necessitating AI's advanced capabilities.

Therefore, this research will model these diverse digital environments to devise novel AI-driven approaches. Key focuses include creating sophisticated machine learning models for advanced threat detection and prediction, leveraging AI for automated security orchestration and intelligent incident response, investigating and fortifying AI systems against adversarial attacks, and developing explainable AI (XAI) to ensure transparency and trust in AI-generated security intelligence. Furthermore, AI will be explored for proactive vulnerability management by analyzing diverse data sources to anticipate and prioritize security weaknesses.

Supporting research projects (and Department)
This project will be carried out at the Department of Engineering “Enzo Ferrari” and will be supported
by research funds provided by Prof. M. Marchetti.
Possible connections with research groups, companies, universities.
The research may involve the undergoing collaborations with research groups at:
University of Catania (Prof. Giampaolo Bella)
University of Padova (Prof. Mauro Conti)
CNR Pisa (Dott. Ilaria Matteucci and Dott. Giampiero Costantino)
University of Pisa (Prof. Gianluca Dini)
University College London (Prof. Lorenzo Cavallaro) 
University College London (Prof. Fabio Pierazzi) 
University of Lisbona (Prof. Miguel P. Correia)
