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Keywords: (5)
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Research objectives: --(max 10 rows)

Industry 4.0 offer several strategic advantages to the enterprises that will be able to integrate industrial data and information services into their processes. However, exponential growth in data volume from multiple sources and limited solutions for the protection of industrial data open new risks in terms of confidentiality and availability of the manufacturing and business operations. For these reasons, the advent of the Industrial Internet of Things requires new models, methodologies and architectural solutions to handle protection and valorization of continuously generated data that will become a critical asset for any modern enterprise. 
Proposed research activity -- (max 10 rows)

It is expected that the candidate knows the fundamental concepts and methodologies related to cyber security. In the initial phase of the research, the PhD student has to become familiar with manufacturing and business operations of modern enterprises that adopt or aim to adopt Industry 4.0 solutions. In the second phase, the research activity includes risk analysis methods and analysis of adopted risk treatment approaches, possibly in other adjacent sectors. The research will span from efficient cryptographic solutions to innovative choices in terms of distributed algorithms and edge vs. cloud computing/storage for the protection and valorization of industrial big data and operations of future enterprises.
Supporting research projects (and Department)

· System SpA for the PhD grant
· POR-FESR project I4S (“Industria 4.0 Sicura”)
Possible connections with research groups, companies, universities.

· Academic and industrial partners of the project I4S
· Università di Milano
