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Research objectives: --(max 10 rows)

This research project considers middleware solution for the support of critical services running on geographically distributed infrastructures. These systems are inherent to an architecture of cooperative servers that are characterized by multiple software layers, Web technologies, and multiple detection sensors operating at different communication and software layers. The goal is to protect the entire infrastructure by guaranteeing security and availability.
Specific research activity and scheduled courses --(max 10 rows)

Competences in:

· Network and system security
· Internet-based services
· Open source software for network applications and security
This research project encompasses design, modeling and also implementation activities. It considers different solutions for availability and security, and also the protection from different attacks, including XSS, DDoS, malware, metamorphic viruses. It also aims to propose suitable mechanisms for the integration of Network Intrusion Detection Systems into the architecture of replicated servers, and the design and experimentation of cooperative monitoring and sensor components for sniffing and attack checking. Periods of activities in foreign labs are also possible.
Supporting research projects (and Department)

· COMIFIN, FP7 STREP project
· Dipartimento di Ingegneria dell’Informazione, Università di Modena e Reggio Emilia
Possible connections with research groups, companies, universities.

· Elsag-Datamat, Italy
· IBM Research, Israel

· Technical Universitat of Darmstadt, Germany
