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Research objectives: --(max 10 rows)
The overall research project aims to propose novel architectures, methodologies and tools to guarantee security in critical Internet-based infrastructures. The identification of security risks, the improvement of the security level of existing architectures, and the prioritizations of the alarms require novel security analytics for the real-time analysis of large quantities of data coming from heterogeneous sources. Hence, the study of the performance and scalability of the proposed models and solutions are key objectives to determine their feasibility and application to real systems. 

Specific research activity and scheduled courses --(max 10 rows)
Competences in:

· Internet-based services

· Security

· Data analysis
· Performance evaluation
· Open source software
This research project encompasses design, modeling, simulation and experimental activities. Different approaches will be considered, but the main focus will be on security analytics strategies. Besides research activities, the PhD student will attend classes on security, data modeling and analysis, performance evaluation of distributed systems, and summer courses. Periods of activities in foreign labs are also possible.
Supporting research projects (and Department)
· EU Projects

· Centro di Ricerca Interdipartimentale sulla Sicurezza e Prevenzione dei Rischi (CRIS), Università di Modena e Reggio Emilia 
· Dipartimento di Ingegneria “Enzo Ferrari”, Università di Modena e Reggio Emilia

Possible connections with research groups, companies, universities.
· IBM Research, New York

· University of Texas at Austin
· Escuela Politécnica Superior, University Carlos III of Madrid
